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Paroma-Med Framework
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74| Central server distributes global model to edge nodes 1 Global Model
21| Edge nodes train on local data and computes updates
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Nodes send updates to central server to aggregate them (Repeat steps 2-5 for multiple rounds)
Final global model sent to the data scientist © 2024 PAROMA-MED consortium. All rights reserved



Paroma-Med Framework

Central Server

: Needs to some data access :
Edge Node ' « For annotation purposes
_ Local Model : « To check data quality or sanity

. To perform specific analyses

1l Data scientist requests specific data from central server

.| Central server identifies and queries appropriate edge node(s)

21| Edge node(s) process request and send data to central server

22| Central server grants data scientist to visualize data using tools (e.g., Slicer 3D) 3
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Paroma-Med Framework

PAROMA-MED Central Server :

» Potential Threats in Data Visualization
Edge Node :

1) Data leakage :
» Accidental sharing of patient data

g -, ol MOdeI! i * Intentional exfiltration of valuable medical research
i Local @ ' N )
trammg i 2) lllegal redistribution

%  Unauthorized sharing with competing research group i
T i « Selling patient data on black markets
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Paroma-Med Framework

PAROMA-ME Central Server
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! ; » Solution : Watermarking & Blockchain
* |IP Protection : Deters unauthorized claiming of data
* Traceability : Embeds unique identifiers in each dataset

* Integrity : Detects any alterations made to the original data
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Data scientist requests specific data from central server

Central server identifies and queries appropriate edge node(s)

Edge node(s) process request and send data to central server

The central server watermark the data and store the metadata in a blockchain
Central server grants data scientist to visualize data using tools (e.g., Slicer 3D) © 2024 PAROMA-MED consortium. All rights reserved
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Principle of image watermarking

1. Embedding Stage

Secret Key =
« mlejfkaze”fI5 »

Original image Watermarked image

\ Watermark ™,

.. Embedding |
Message = o Watermark Watermark =
« ParomalD || DataScientistID » “.. Generation . « 01110101011 »

https://github.com/Bellafqira/histogram_shiffting_predictions

6
© 2024 PAROMA-MED consortium. All rights reserved



Principle of image watermarking

2. Detection/Extraction Stage

Secret Key =
« mlejfkaze/l5 »

Original image

Watermarked image

Watermark =
« 01110101011 »

Why Reversible Watermarking?

* Preserves data integrity for medical diagnosis and research
* Allows complete removal of the watermark when needed
* Ensures no loss of original data quality

e Critical for maintaining the accuracy of Al model training
* Complies with medical data regulations requiring data preservation
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Watermarking & Blockchain

Blockchain Integration Benefits

* Immutable record of all data access and watermarking operations
* Enables quick verification of data ownership and integrity

* Decentralized storage enhances security and reliability

* Supports transparent data sharing in research collaborations

Block (n-1)

1
il i FAROMA-MED Central Server

Block (n)

Block Hash

N° Block | Timestamp | Previous block hash

Message = ParomalD| | DoctorID

'OOO' Secret key = « asai./343efde»

Watermark = 10010101001

Block Hash

N° Block | Timestamp | Previous block hash

Message = ParomalD | | DataScientistID

Secret key = « mlejfkaze”fl5 » "GG‘O‘

Watermark =01110101011

=1
'g : Hash Function © - Watermark
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Principle of image watermarking

2. Detection/Extraction Stage

Block (n)

Block Hash

N° Block | Timestamp | Previous block hash

Message = ParomalD | | DataScientistID
Secret key = « mlejfkaze~fl5 »
Watermark =01110101011

1.
2.

3.

Secret Key =
« mlejtkaze/ 5 »

Suspect image

Watermark Extracted Watermark =
Extraction .7 « 01110101011 »

Compute the hash of the suspect image
For each block in the Blockchain:
1. If the computed hash exists in the current block:
1. Return the message stored in the block
2. Extract the watermark from the image using the block's secret key
1. If the extracted watermark equals the watermark in the block:
1. Return the message in the block
3. If no match, continue to the next block
If no matching block is found:
1. Return "No watermark detected"
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Demo!

https://github.com/Bellafqira/histogram_shiffting_predictions
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Conclusion: Securing Medical Data
Sharing

* Watermarking provides robust protection against data leaks
and misuse

* Blockchain integration ensures transparency and
traceability

* Next steps: Large-scale implementation and real-world
testing
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Thank you!
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